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Privacy Protection Law, 5741-1981

Chapter A: Infringement of Privacy

Prohibition on Infringement of Privacy
1. No Person shall infringe the Privacy of another without that Person’s Consent.

What Constitutes an Infringement of Privacy

2. An Infringement of Privacy is one of the following acts:

(1) Spying or trailing a Person in a manner likely to harass them, or any other
harassment;

(2) Listening-in prohibited under any Law;

(3) Photographing a Person while they are in a private domain;

(4) Publishing a Person’s Photograph in public under circumstances in which the
Publication is likely to humiliate or degrade that Person;

(4A) Publishing in public a Photograph of a visible victim taken at the time of the harm
or immediately thereafter, in a manner in which the victim is identifiable and under
circumstances in which the Publication is likely to embarrass them — except for the
immediate Publication of a Photograph from the moment of capture until the moment of
actual broadcast transmission, where such immediate Publication is reasonable under
the circumstances; for this purpose, “victim” means a Person who suffered physical or
mental harm due to a sudden event, and whose injury is apparent;

(5) Copying the contents of a letter or any other Writing not intended for Publication, or
Using its contents, without the permission of the addressee or writer; this provision shall
not apply if the Writing is of historical value and fifteen years have passed since it was
written; for this purpose, “Writing” includes an electronic message as defined in the
Electronic Signature Law, 5761-2001;

(6) Using a Person’s name, appellation, picture or voice for profit;

(7) Breach of a legal duty of confidentiality regarding a Person’s private affairs;

(8) Breach of a contractual duty of confidentiality regarding a Person’s private affairs,
whether the duty was explicitly or implicitly agreed;

(9) Using or passing on information about a Person’s private affairs for any purpose
other than that for which it was given;

(10) Publishing or passing on anything obtained through an Infringement of Privacy
under paragraphs (1) to (7) or (9);

(11) Publishing any matter relating to a person's intimate life (including their sexual
history or state of health or behavior in the private domain).
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Publication of a Photograph of a Deceased Person
2A. (a) For the purposes of this Law, an Infringement of Privacy also includes the public
Publication of a Photograph of a visible corpse in a manner that may allow identification
of the deceased, unless one of the following conditions is met:
(1) The Person consented to such Publication during their lifetime;
(2) Fifteen years have passed since the date of the Person’s death;
(3) Such Publication was consented to by the first of the following relatives of the
deceased who is alive, provided that the deceased did not object to the Publication
during their lifetime and none of the deceased’s child or parent notified the publisher or
its representative of their objection to the Publication:

(a) the spouse;

(b) all of the deceased’s children;

(c) the deceased’s parents;

(d) all of the deceased’s siblings;
(4) The deceased left no relatives enumerated in paragraph (3), and the court approved
the Publication.

(b) The spouse of the deceased, or the deceased’s child, parent or sibling, may bring a
civil action in respect of a Publication made in violation of this section.

Definitions /by importance and relevancy]'
3. In this Law —

“Personal Information” — data relating to an identified or identifiable Person; for this
purpose, “identifiable Person” — one who can be identified with reasonable effort,
directly or indirectly, including through an identifying detail such as name, identification
number, Biometric Identifier, location data, online identifier, or one or more data relating
to that Person’s physical, health, economic, social, or cultural status;

“‘Data Security” — protection of the Integrity of Personal Information, or protection of
Personal Information from Processing without lawful permission;

“Integrity of Information” — the consistency of data in the Database with the source
from which it is derived, without alteration, transfer or destruction without lawful
permission.

“Consent” — informed consent, [whether] express or implied;

" Where square brackets or blue text appear, these are editorial notes or clarifications added by us to help
international readers understand the context.
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“‘Database Controller” [or Controller] — [any Person or Entity] who, alone or jointly with
others, determines the purposes of Processing the information in a Database, or a body
(or an official thereof) authorized by Law to process information in a Database;

“‘Holder” [or “Database Holder’], in relation to a Database — an entity external to the
Database Controller, that Processes information on behalf of the Controller;

‘Database Manager” — the Database Controller; and in the case of a Public Body (as
defined in section 23) — the Director General of the body that owns or possesses the
Database, or any person authorized by the Director General to manage the Database;

“‘Processing’ / “Use” — any action performed on Personal Information, including
receiving, collecting, storing, copying, reviewing, disclosing, exposing, transferring,
delivering, or granting access to it;

‘Database” — a collection of Personal Information processed by digital means,
excluding:

(1) a collection for personal use not intended for business purposes;

(2) a collection that includes only name, address and methods of communication,
concerning 100,000 Persons or fewer, which by itself does not disclose additional
Personal Information regarding the Persons listed therein, provided that the owner of
the collection or a corporation under its control does not have another collection
containing additional details regarding the same Persons;

“‘Direct Mail” — a personal approach directed to a Person, in which information is
provided or solicited based on that Person’s affiliation with a group of the population
determined by one or more characteristics of individuals whose names are included in a
Database;

“Direct Mail Services” — providing Direct Mail as a service to others by means of
transferring lists, labels, or data in any form whatsoever;

“‘Biometric ldentifier’ — biometric data used to identify a Person or authenticate their
identity, or biometric means from which such data may be derived; for this purpose,
“biometric” — a unique human characteristic, physiological or behavioral, that can be
measured by computerized means;

“Information of Special Sensitivity” — any of the following:

(1) Personal Information regarding a Person’s family life, personal status, or sexual
orientation;
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(2) Personal Information relating to a Person’s health, including “Medical Information” as
defined in the Patients’ Rights Law, 5756—1996;

(3) Personal Information that is “Genetic Information” as defined in the Genetic
Information Law, 5761-2000;

(4) Personal Information that is a Biometric Identifier used or intended to be used for
computerized identification or authentication;

(5) Personal Information regarding a Person’s origin;
(6) Personal Information regarding a Person’s criminal record;

(7) Personal Information regarding a Person’s political opinions, religious beliefs or
worldview;

(8) Personal Information that is a personality assessment conducted by a professional
entity as part of its occupation, or through means intended to assess essential
personality traits, including character, intellectual capacity and functioning at work or in
studies;

(9) Personal Information that is location data or traffic data, as defined in the Criminal
Procedure (Enforcement Powers — Telecommunications Data) Law, 5768—-2007,
created by a licensed provider as defined therein, concerning a Person, and data
regarding a Person’s location that may reveal information referred to in paragraphs (1)
through (7) and (11);

(10) Personal Information regarding a Person’s salary details or financial activity;
(11) Personal Information subject to a duty of confidentiality under Law;

(12) Other Personal Information designated by the Minister of Justice, with the approval
of the Constitution Committee, in the Second Schedule, provided that it is Personal
Information in a Database located in Israel that was transferred into it from abroad, and
that in the place from which it was transferred there are special legal provisions applying
to that type of Personal Information beyond the provisions applying to other Personal
Information;

“Person” — for purposes of sections 2, 13, 14, 15A, 17B, 17B1, 17B2, 17V, 23B, 23MU,

and 25, and for the purposes of the definitions of “Direct Mail”, “Database”, “Biometric

Identifier”, “Personal Information” and “Information of Special Sensitivity” — excluding a
corporation;
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‘Head of the Authority” — the person appointed by the Government to head the Privacy
Protection Authority and to supervise the protection of Personal Information in
Databases under this Law;

“The Authority” / “Privacy Protection Authority” — the Privacy Protection Authority
established and operating pursuant to Government Decisions No. 4660 of 19 January
2006, No. 4820 of 28 June 2012, No. 3019 of 7 September 2017, and No. 1890 of 2
October 2022, as set forth in the First Schedule;

“Arrears Interest” and “Shekel Interest Rate” — as defined in the Interest and Linkage
Adjudication Law, 5721-1961;
“Constitution Committee” — the Constitution, Law and Justice Committee of the Knesset;

“Computer Material”, “Computer” and “Output” — as defined in the Computers Law,
5755-1995;

“Public Bodies Security Regulation Law” — the Public Bodies Security Regulation Law,
5758-1998;

“Freedom of Information Law” — the Freedom of Information Law, 5758—-1998;
“‘Computers Law” — the Computers Law, 5755-1995;

“Detention Law” — the Criminal Procedure (Enforcement Powers — Detentions) Law,
5756-1996;

“Object” — as defined in the Criminal Procedure (Detention and Search) Ordinance [New
Version], 5729-1969;

“‘Document” — including Output;
“Inspector” — a person authorized under section 23T,
“‘Registrar” — the Database Register as defined in section 12;

“‘System Data” — data concerning the possession and management of Personal
Information and of a Database, and their Use, provided that it does not include Personal
Information;

“Publication” — as defined in section 2 of the Prohibition of Defamation Law, 5725-1965;

“Photography” — including filming;

Infringement of Privacy as a Civil Wrong

4. An Infringement of Privacy constitutes a civil wrong, and the provisions of the Civil
Wrongs Ordinance [New Version] shall apply thereto, subject to the provisions of this
Law.
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Infringement of Privacy as a Criminal Offense

5. A Person who willfully infringes the Privacy of another by any of the acts enumerated
in section 2(1), (3) through (7), or (9) through (11), shall be liable to five years’
imprisonment.

De minimis
6. A de minimis infringement shall not give rise to a right to bring civil or criminal action
under this Law.

Chapter B: Protection of Privacy in Databases

Definitions
7. [Repealed]
Part A: Databases

Management of a Database and Legal Processing of Personal Data

8. (a) In this section, “Processing” — excluding incidental and bona fide storage.

(b) No person shall process Personal Data in a Database except for the purpose
lawfully determined for that Database.

(c) No person shall process Personal Data from a Database without authorization from
the Controller of the Database, or beyond the scope of such authorization.

(d) (1) The Controller of a Database shall not process Personal Data in a Database, nor
allow another to process such data on its behalf, if the Personal Data contained in the
Database was created, received, accumulated, or collected in violation of the provisions
of this Law or any other law governing the processing of data;

(2) Where Personal Data was delivered to the Controller of a Database by another
source, and the Controller did not know and was not required to know that such source
acted unlawfully, the Controller shall not bear liability under this subsection for the
processing of Personal Data carried out before it knew or should have known as
aforesaid;

(3) The provisions of paragraph (1) shall not apply to a minor infringement of the law in
the circumstances, and with respect to Personal Data delivered as referred to in
paragraph (2), even if the Controller knew or ought to have known.

Duty of Registration or Notification

8A (a) (1) A Database requires registration where one of the following applies:

(a) Its primary purpose is the collection of Personal Data for the purpose of transferring
it to another in the course of business or for consideration, including Direct Mail
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Services, and the Database contains Personal Data regarding more than 10,000
individuals;

(b) The Controller of the Database is a Public Body as defined in paragraph (1) of the
definition of “Public Body” in Section 23, unless the Database contains Personal Data
regarding the employees of the Public Body only.

(2) A Database Controller shall not process Personal Data in a Database that is subject
to registration and shall not permit another to process such data on its behalf, unless
the Database is registered in the Registry; for this purpose, a Database shall be
deemed registered if the Database Controller submitted an application for registration of
the Database in accordance with section 9 and the period specified in section 10(a)(1)
has passed without the Head of the Authority notifying the applicant of a refusal to
register the Database or of the suspension of the registration of the Database;

(3) The Head of the Authority may exempt a Database that is subject to registration
from the registration obligation under paragraph (1) if the Head of the Authority is
convinced that registration is not necessary to ensure compliance with this Law
regarding the Database; a notice to that effect shall be delivered to the Database
Controller and published on the Authority’s website.

(b) (1) If the number of individuals about whom Information of Special Sensitivity exists
in a Database that is not subject to registration under subsection (a)(1) exceeds
100,000, the Database Controller shall notify the Authority, within 30 days of such
occurrence, of the identity, address and contact details of the Controller, the identity and
contact details of the Data Protection Officer — if the appointment of one is required
under section 17B1 — and shall provide the Authority with a copy of the Database
definitions document whose preparation is required under regulations in accordance
with sections 17(b) and 36;

(2) The Controller mentioned in paragraph (1) shall notify the Authority, within 30 days
from the date of the change or the cessation of activity, as applicable, of any change in
the identity of the Controller or the identity of the Data Protection Officer and their
contact details, of any change requiring an update of the Database definitions document
under the regulations in accordance with sections 17(b) and 36, and of the cessation of
operation of the Database;

(3) The Minister of Justice may determine provisions regarding the methods of
notification under this subsection, and may, with the approval of the Constitution
Committee, exempt certain types of Databases or types of Controllers from the
notification obligation.

(c) The provisions of this section shall not apply to a Database that contains only
information which was lawfully published to the public or made available for public
inspection by law.

Application for Registration
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9. (a) An application for the registration of a Database shall be submitted to the Head of
the Authority.
(b) The application for the registration of a Database shall detail —

(1) The identity, address in Israel and contact details of the Database Controller, and
the identity and contact details of the Data Protection Officer;

(1A) The type of service that the Database Holder provides to the Controller;

(2) The purposes of establishing the Database and the purposes for which the data is
intended;

(3) The types of data to be included in the Database;

(4) Details regarding the transfer of data outside the borders [of Israel];

(5) Details regarding the receipt of data on a regular basis from a Public Body as
defined in section 23, including the name of the Public Body providing the data and the
nature of the data provided, except details provided with the consent of the Data
Subject.

(c) The Minister of Justice, with the approval of the Constitution Committee, may
determine by regulations additional details to be included in the application for
registration.

(d) The Database Controller shall notify the Head of the Authority of any change in the
details specified in subsection (b) or pursuant to subsection (c), and of the cessation of
operation of the Database.

Powers of the Head of the Authority Regarding Database Registration
10. (a) If an application for the registration of a Database has been submitted —

(1) The Head of the Authority shall register it in the Registry within 60 days from the
date the application was submitted, unless the Head of the Authority had reasonable
grounds to assume that the Database is used or may be used for illegal activities or as
a cover for such activities, or that the Personal Data contained in it was created,
received, accumulated or collected in violation of this Law or in violation of provisions of
any law; however, if the Head of the Authority requested additional data or details from
the applicant, the period until the submission of said data and details shall not be
counted as part of the 60 days;

(2) The Head of the Authority may register a purpose different from the one specified in
the application, register multiple purposes for the Database, or order that the Database
be registered as several separate Databases, all if the Head of the Authority has
prescribed that it suits the actual activity of the Database;

(3) The Head of the Authority shall not refuse to register the Database under paragraph
(1) and shall not exercise The Head of the Authority power under paragraph (2) unless
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The Head of the Authority has given the applicant an opportunity to present their
arguments.

(b) (repealed)
(b1) (repealed)

(b2) If the Head of the Authority has notified the applicant of a refusal to register the
Database or of the suspension of the registration, the applicant shall not be permitted to
process Personal Data in the Database and shall not permit another to process
Personal Data on its behalf, unless the court determined otherwise.

(b3) The Head of the Authority shall delete the registration of a Database from the
Registry if the Database Controller notified The Head of the Authority that the data in
that Database was destroyed or transferred to another registered Database and no
longer exists, or that the Database is no longer subject to registration, and the Database
Controller confirmed this notice with an affidavit.

(c) (repealed)
(d) (repealed)
(e) (repealed)
(e1) (repealed)

(f) If the Database Controller or the Database Holder violated the provisions of this Law
or the regulations under it, or failed to comply with a demand addressed to it by the
Head of the Authority, the Head of the Authority may suspend the registration of the
Database in the Registry for a period that the Head of the Authority shall prescribe, or
cancel the registration of the Database in the Registry, if the Head of the Authority is
convinced that it is required under the circumstances, provided that before the
suspension or cancellation, the Database Controller or the Database Holder was given
an opportunity to present its arguments.

(g) (repealed)
10A. Privacy Protection Report (repealed)
Obligation of a Data Requester

An approach to a person to receive Personal Data for the purpose of processing the
Personal Data in a Database shall be accompanied by a notice stating —
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(1) Whether the person is legally obligated to provide the data, or whether providing the
data is subject to the person’s will and consent, and the consequences of refusing
[‘non-consent’] to provide it;

(2) The purpose for which the data is requested;
(2A) The name and contact details of the Database Controller;
(3) To whom the data will be provided, and the purposes of its provision

(4) The existence of the right to review the Personal Data in accordance with section 13
and the right to request correction of Personal Data in accordance with section 14.

Registry of Databases

12. (a) The Head of the Authority shall maintain a Registry of Databases, which shall be
open for public inspection and shall enable searching its details.

(b) The Registry shall contain the details for the registration of the Database as
specified in section 9, except for the name of the Data Protection Officer.

(c) Notwithstanding the provisions of subsections (a) and (b), in a Database of a
Security Authority, the details specified in section 9(b)(1A) and (3), (4), and (5) shall not
be open to public inspection.

Right to Review Personal Data

13. (a) Every person is entitled to review [access] the Personal Data concerning them
that is held in a Database, either by themselves, through a representative authorized by
them in writing, or through their guardian.

(b) The Database Controller shall allow the review of the Personal Data, upon the
request of a person mentioned in subsection (a) (hereinafter — the requester), in
Hebrew, Arabic, or English.

(c) The Database Controller may refuse to provide the requester Personal Data relating
to the requester’'s medical or mental condition if, in the opinion of the Controller, the
information may cause serious harm to the requester’s physical or mental health or
endanger their life; in such case, the Database Controller shall provide the data to a
physician or psychologist on behalf of the requester.
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(c1) The provisions of this section do not require the provision of Personal Data in
violation of privilege established by any law, unless the requester is the person for
whose benefit the privilege exists.

In this subsection, "law" includes case law.

(d) The manner, conditions, and fees for exercising the right to review Personal Data
shall be prescribed by regulations.

(e) The provisions of this section and section 13A shall not apply —
(1) To a Database of a Security Authority as defined in section 19(c).
(1A) To a Database of the Prison Service.

(2) To a Database of a Tax Authority as defined in the Law for the Amendment of Tax
Laws (Exchange of Information between Tax Authorities), 5727-1967.

(3) Where the security of the state, its foreign relations, or provisions of statute require
non-disclosure of information to the person to whom it relates.

(4) To a Database of bodies that the Minister of Justice, in consultation with the Minister
of Defense or the Minister of Foreign Affairs, as the case may be, and with the approval
of the Knesset Foreign Affairs and Defense Committee, has determined contains
information that state security or foreign relations require not to be disclosed
(hereinafter — classified data), provided that a person requesting to access Personal
Data concerning them that is held in that Database shall be entitled to access data that
is not classified data.

(5) To a Database of investigations and law enforcement of an authority authorized by
law to investigate an offense, which the Minister of Justice has designated by order,
with the approval of the Constitution Committee.

(6) To a Database established under section 28 of the Prohibition of Money Laundering
Law, 2000.

Review of Personal Data Not Held by the Database Controller

13A. Without derogating from the provisions of section 13 —
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(1) A Database Controller who holds a Database with another party (in this section — the
Holder) shall refer the requester to the Holder, indicating the Holder’s address, and shall
instruct the Holder, in writing, to allow the requester to review the data;

(2) If the requester initially approached the Holder, the Holder shall inform the requester
whether it holds Personal Data about that requester, and shall provide the requester
with the name of the Database Controller and the Controller’'s address.

Correction of Personal Data

14. (a) A person who has reviewed Personal Data concerning them and found it to be
incorrect, incomplete, unclear, or outdated, may apply to the Database Controller — and
if they are a foreign resident, to the Database Holder — to correct or erase the Personal
Data.

(b) If the Database Controller agrees to an application as referred to in subsection (a), it
shall make the necessary amendments to the Personal Data in its possession, and shall
notify each person to whom the Personal Data was provided, within the period
prescribed by regulations.

(c) If the Database Controller refuses to comply with an application as referred to in
subsection (a), it shall inform the requester of such refusal, in the manner and form
prescribed by regulations.

(d) A Holder must correct Personal Data if the Database Controller agreed to the
requested correction or if a court ordered the correction.

A Court Claim

15. A requester may file a claim to the court, in the manner and form prescribed by
regulations, regarding a refusal by a Database Controller to allow review under section
13 or 13A, or regarding a notice of refusal under section 14(c).

Exemplary Damages

15A. (a) If a Database Controller or a Database Holder violated any of the provisions
detailed below, the court may award, for that violation, damages that are not dependent
on actual harm (in this section — exemplary damages) up to an amount of 10,000 New
Shekels:
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(1) Regarding a Database Controller — if the Database is subject to registration in
accordance with section 8A — processed Personal Data in a Database without it being
registered, contrary to the provisions of that section, provided that a person whose
Personal Data is concerned requested the Controller to register the Database, and 90
days have passed since the day of the request;

(2) Requested a person to provide Personal Data for the purpose of processing the data
in a Database under section 11 or 23D(a) without giving notice as required by that
section, provided that such person requested the Controller to provide the notice, and
30 days have passed since the day of the request;

(3) Regarding a Database Controller — if it failed to allow a person who requested to
access Personal Data concerning them that is held in the Database, contrary to the
provisions of sections 13 or 13A, within the time and in the manner prescribed by
regulations under section 13;

(4) Agreed to a request to correct or delete Personal Data that is incorrect, incomplete,
unclear, or outdated, but did not make the required amendments to the Personal Data in
its possession, or did not notify each person to whom the Personal Data was provided
within the period prescribed by regulations under section 14(b), in violation of that
section;

(5) Did not inform a person who requested to correct or delete Personal Data
concerning them, that is incorrect, incomplete, unclear, or outdated, of its refusal, in the
manner and form prescribed by regulations under section 14(c), in violation of that
section;

(6) Regarding a Database Controller — did not notify the Head of the Authority of the

regular receipt of Personal Data stored in a Database under section 23D(c), provided
that a person whose Personal Data is concerned requested the Controller to provide
such notice, and 30 days have passed since the date of the request.

(b) In determining the amount of exemplary damages, the court shall consider, inter alia,
the following factors, and shall not take into account the extent of damage caused to the
injured party as a result of the violation:

(1) Encouragement of the plaintiff to exercise their rights;

(2) The scope and severity of the violation;
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(3) The violator’s conduct, personal circumstances and economic capacity, as well as
any additional enforcement measures or payments imposed on the violator for the same
violations.

(c) Nothing in this section shall derogate from the possibility of conducting a criminal
proceeding if the violation also constitutes a criminal offense, or from the possibility of
exercising authority under Chapter D3, or from the plaintiff's right to claim any other
remedy under the Torts Ordinance [New Version] for the same violation; however, a
person shall not receive exemplary damages under this section more than once for the
same act or omission.

Confidentiality

16. A person shall not disclose Personal Data that came to their knowledge by virtue of
their role as an employee, a manager, or a Holder of a Database, except for the
purpose of performing their work, implementing this Law, or pursuant to a court order in
connection with a legal proceeding; if the request is made before the commencement of
the proceeding, the request shall be heard in a Magistrate’s Court. Whoever violates
this section shall be liable to imprisonment for 5 years.

Responsibility for Data Security
17. (a) The Database Controller and the Database Holder are each responsible for the
security of the data in the Database.

(b) (1) The Minister of Justice, with the consent of the Prime Minister and the approval
of the Constitution Committee, may enact regulations regarding the responsibility for
data security set forth in subsection (a) and in section 17B(b), including its scope and
the obligations included therein, as well as regarding the methods of securing the data,
inter alia on the following matters:

(A) Physical and logical protection of the Database;

(B) The management procedures and work rules in the Database and in connection
with it, including the imposition of restrictions on employees’ access to the data;

(2) Regulations under paragraph (1) may prescribe different provisions for Databases
with different characteristics;

(3) Regulations under paragraph (1) that apply to agencies listed in items 2 and 3 of the
first schedule to the Public Bodies Security Arrangements Law shall be enacted in

consultation with the Minister of Defense.
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17A. Holder of Databases of Different Owners (repealed)

Data Security Officer

17B. (a) The following entities are required to appoint a person with suitable
qualifications to serve as a Data Security Officer:

(1) A Controller of five Databases that are subject to a registration or notification
obligation under section 8A, or a Holder of five such Databases;

(2) A Public Body as defined in section 23;

(3) A bank, an insurance company, or a company engaged in credit rating or credit
evaluation.

(b) Without derogating from the provisions of section 17, the Data Security Officer shall
be responsible for securing the data in the Databases held by the entities mentioned in
subsection (a).

(c) No person shall be appointed as a Data Security Officer if they have been convicted
of an offense involving moral turpitude or an offense under this Law.

Obligation to Appoint a Data Protection Officer
17B1. (a) The following entities are required to appoint a Data Protection Officer:

(1) A Database Controller that is a Public Body as defined in section 23, or a Database
Holder of such a Database, except a Security Body as defined in section 23K;

(2) A Database Controller of a Database whose main purpose is the collection of
Personal Data for the purpose of providing it to others in the course of business or for
consideration, including by means of Direct Mail Services, where the Database contains
Personal Data about more than 10,000 individuals;

(3) A Database Controller or a Database Holder whose main activities include data
processing operations or involve such operations, which, given their nature, scope or
purpose, require regular and systematic monitoring of individuals, including systematic
tracking of a person’s behavior, location, or activities on a significant scale, and among
others an authorized provider of mobile radio-telephone services under the
Telecommunications Law (Telecommunications and Broadcasting), 1982, and a
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provider of an online search service or anyone whose main occupation involves such
actions;

(4) A Database Controller or a Database Holder whose main occupation includes
processing data of Information of Special Sensitivity on a significant scale, including,
among others, a banking corporation as defined in the Banking (Service to Customer)
Law, 1981, an insurer as defined in the Supervision of Financial Services (Insurance)
Law, 1981, a general hospital as defined in the Public Health Ordinance, 1940, and a
health maintenance organization (Kupat Holim) as defined in the National Health
Insurance Law, 1994.

(b) For the purposes of paragraphs (3) and (4) of subsection (a) — processing data on a
significant scale shall be determined, among other considerations, in view of the
number of individuals whose data is processed, their proportion in a certain population,
the scope of the data and its quantity and range of types, the duration and frequency of
the processing activities, the duration of data retention, and the geographic scope of the
processing activities.

Roles of the Data Protection Officer

17B2. (a) The Data Protection Officer shall act to ensure compliance with the provisions
of this Law by the Database Controller or the Database Holder, and to promote the
protection of privacy and data security in Databases, including by —

(1) Serve as a professional authority and center of knowledge, advise the management
of the entity in which they serve and its employees, prepare a training program, and
supervise its implementation;

(2) Prepare a program for ongoing monitoring of compliance with the provisions of this
Law concerning Databases, ensure its implementation by the Database Controller or
the Database Holder, report their findings to the management of the entity in which they
serve, and propose measures to correct deficiencies;

(3) Verify the existence of a data security procedure and a Database definitions
document, which are required to be prepared under regulations in accordance with
sections 17(b) and 36, and that they are submitted for approval by the management of
the entity in which they serve;

(4) Verify the handling of requests by individuals whose Personal Data is held in the
Database, regarding such processing or the exercise of their rights under this Law,
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including requests to review or correct Personal Data; the contact details of the Data
Protection Officer shall be published to the public in an accessible and simple manner;

(5) Serve as the point of contact for the entity in which they serve, with the Authority.

(b) The Database Controller or the Database Holder, as the case may be, shall provide
the Data Protection Officer with the conditions and resources required for the proper
performance of their duties, and shall ensure that the Data Protection Officer is
appropriately involved in all matters related to privacy protection laws.

(c) The Data Protection Officer shall report directly to the Director-General of the
Database Controller or of the Database Holder, as the case may be, or to an employee
who reports directly to the Director-General of the Controller or the Holder, as the case
may be.

Qualifications of the Data Protection Officer and Fulfillment of Their Role

17B3. (a) The Data Protection Officer shall have the knowledge and skills required to
perform their duties properly, including in-depth knowledge of privacy protection laws,
an appropriate understanding of technology and data security, and familiarity with the
areas of activity and objectives of the entity in which they serve, all taking into account
the nature of the data processing, its circumstances, scope, and purposes.

(b) The Data Protection Officer may be a person who is not an employee of the entity in
which they serve.

(c) The Data Protection Officer shall not hold another position and shall not be
subordinate to an officer of the entity in which they serve or of another entity, if such
position or subordination may place them in a conflict of interest in the performance of
their duties under this Law.

This is an unofficial translation of the Privacy Protection Law, 5741-1981, as amended on August 14, 2025. The
translation was prepared by Avishai Ostrin, Samson (Shimi) Morpurgo and/or TrustIZ Consulting Ltd., with the assistance
of Al tools and for the benefit of our colleagues, peers, and the international data protection community, and for anyone
seeking to understand the new Israeli privacy legislation. This translation effort is carried out voluntarily and at our own
expense, and is provided for informational purposes only. It is a partial translation at this stage, and in any case of
inconsistency or doubt, the authoritative and binding version is the original Hebrew text as published in the Official
Gazette (Reshumot).

No commercial use, reproduction, or distribution of this document is permitted without prior approval and full credit to
TrustlZ. The translation may contain errors, inaccuracies, or alternative interpretations of certain legal terms. TrustlZ, its
partners and contributors assume no responsibility or liability whatsoever for the content of this translation, its accuracy,
or any use made of it. This document does not constitute legal advice and may not be relied upon in any legal, regulatory,
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commercial, or other context. Users are strongly advised to seek professional legal counsel before making any use of this
translation. If you identify an inaccuracy or believe a term could be better translated, we welcome your feedback so that
together we can improve this resource for the benefit of the community.

Part B: Direct Mail
[Translation in progress — this section will be added in a future version]

Part C: The Privacy Protection Authority
[Translation in progress — this section will be added in a future version]

Part D: Cross-Sector Supervision and External Experts
[Translation in progress — this section will be added in a future version]

Part E: Supervision and Administrative Review in Entities under the Public Bodies
Security Regulation Law
[Translation in progress — this section will be added in a future version]

Chapter D2: Supervision and Administrative Review in Security Bodies
[Translation in progress — this section will be added in a future version]

Chapter D3: Administrative Enforcement Measures and Judicial Orders
[Translation in progress — this section will be added in a future version]

Chapter D4: Enforcement Powers and Criminal Sanctions
[Translation in progress — this section will be added in a future version]

Chapter E: Miscellaneous
[Translation in progress — this section will be added in a future version]

Schedules
[Translation in progress — this section will be added in a future version]
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